
Efficient Garbled PRFs and Lookup Tables
from Minimal Assumption

Wei-Kai Lin

Zhenghao Lu Hong-Sheng Zhou



Lookup Tables: Everywhere
Retrieving a value from memory is often faster than carrying out an "expensive" 
computation.  [Wiki]

This talk: Table is 𝑁-bit string 𝑓, lookup by 𝑓(𝑥),
𝑥 ∈ [𝑁], 𝑥 = log 𝑁 = 𝑛 bits 𝑓(0), 𝑓(1), … 𝑓(𝑥),                  …

AES:
“Substitution-box”

Multiplication
Table



Garbled Lookup Tables
Garble functionality 𝑓:

ሚ𝑓, 𝐿𝑏𝑜𝑢𝑡 ← Garb(𝑓, 𝐿𝑏𝑖𝑛)

Garble input 𝑥: 
෤𝑥 ≔ 𝐿𝑏𝑖𝑛(𝑥) 

ሚ𝑓

෤𝑥 Evaluate 𝑓(𝑥): 
෤𝑦 ← Eval( ሚ𝑓, ෤𝑥)

Correctness: ෤𝑦 = 𝐿𝑏𝑜𝑢𝑡(𝑓 𝑥 )

𝑓 𝑥 : 0,1 𝑛 → {0,1} 
𝑥 ∈ [𝑁 = 2𝑛], 𝑥 = 𝑛 bits

Garbler Evaluator
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Efficiency metric: Communication, ሚ𝑓 and ෤𝑥, in bits. 

Security: ሚ𝑓, ෤𝑥, 𝐿𝑏𝑜𝑢𝑡  only reveals 𝑓(𝑥)



Previous: As good as sending table
Naive way, based on PRF: communication ሚ𝑓 = 𝑂(𝑁 ⋅ 𝜅)

By correctness, ሚ𝑓 ≥ 𝑓 = 𝑁, baseline.

[Heath-Kolesnikov-Ng’24]:
based on Random Oracle or Circular Correlation Robustness Hash (RO/CCRH)
communication ሚ𝑓 = 𝑁 + 2𝑛 − 1 ⋅ 𝜅
Huge because 𝜅 > 100

𝑓 𝑥 : 0,1 𝑛 → {0,1} 
𝑥 ∈ [𝑁 = 2𝑛], 𝑥 = 𝑛 bits

𝑓

ሚ𝑓

Main question: Get the best of both worlds?



Our Result: Min Assumption and Communication

  Assump  Commu
Naïve  PRF   𝑂 𝑁 ⋅ 𝜅

[HKN24]  RO/CCRH  𝑁 + 2𝑛 − 1 ⋅ 𝜅

This work  PRF   

All preserve composability, all takes 𝑂 𝑁 ⋅ 𝜅  computation

This work:
- Based on [HKN24]
- Also construct Garbled PRF for small-domain

𝑁 + 5𝑛 + 9 ⋅ 𝜅 + 𝑛



Framework: [HKN24]

Garbled PRF ⇒ GLUT
Define function 𝑓′ 𝑧 ≔ 𝑓 𝑧 ⊕ 𝒂 ⊕ 𝑃𝑅𝐹(𝑧), for random 𝒂 and 𝑃𝑅𝐹

𝑓′ 𝑃𝑅𝐹𝑓 ⊕

𝑓 𝑥  =  𝑓′ 𝑥 ⊕ 𝒂  ⊕  𝑃𝑅𝐹 𝑥 ⊕ 𝒂Let 𝑧 = 𝑥 ⊕ 𝒂:

Reveal 𝑓′ and 𝑥 ⊕ 𝒂 to evaluator
Garble 𝑓′ Garble 𝑃𝑅𝐹 

Reveal  𝑥 ⊕ 𝒂 to evaluator

⇒

Garble an XOR gateGarble 𝑓 𝑥



𝑓 𝑥  =  𝑓′ 𝑥 ⊕ 𝒂  ⊕  𝑃𝑅𝐹 𝑥 ⊕ 𝒂

Reveal 𝑓′ and 𝑥 ⊕ 𝒂 to evaluator
Garble 𝑓′ Garble 𝑃𝑅𝐹 

Reveal  𝑥 ⊕ 𝒂 to evaluator

⇒

Garble an XOR gateGarble 𝑓 𝑥

Framework: [HKN24]

Garbled PRF ⇒ GLUT
[HKN24] based both 

on RO/CCRH



𝑓 𝑥  =  𝑓′ 𝑥 ⊕ 𝒂  ⊕  𝑃𝑅𝐹 𝑥 ⊕ 𝒂

Reveal 𝑓′ and 𝑥 ⊕ 𝒂 to evaluator
Garble 𝑓′ Garble 𝑃𝑅𝐹 

Reveal  𝑥 ⊕ 𝒂 to evaluator

⇒

Garble an XOR gateGarble 𝑓 𝑥

Our technical observation to break circularity and correlation:
sample independent wire labels &
introduce fresh random seeds

[HKN24] based both on 
RO/CCRHThis talk



Garble 𝑓 𝑥 , 𝑓 and 𝑥 are revealed [Heath-Kolesnikov’21]

From One-hot Garbling

One-hot Garbling
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One-hot encoding of 𝑥: 
𝐻 𝑥 = (0,0, … , 0, 1, 0, 0, … , 0) , 
only 𝑥-th position is 1 . 



Garble 𝑓 𝑥 , 𝑓 and 𝑥 are revealed [Heath-Kolesnikov’21]

One-hot Garbling

⇓

⇓

One-hot encoding of 𝑥: 
𝐻 𝑥 = (0,0, … , 0, 1, 0, 0, … , 0), 
only 𝑥-th position is 1 . 

෤𝑥0
0

෤𝑥0
1

෤𝑥1
0

෤𝑥1
1

෤𝑥2
0

෤𝑥2
1

𝐿𝑏𝑖𝑛 = 0-label
1-label

෥𝑤000

෥𝑤000

⊕ Δ

෥𝑤001

෥𝑤001

⊕ Δ

෥𝑤010

෥𝑤010

⊕ Δ

෥𝑤011

෥𝑤011

⊕ Δ

෥𝑤100

෥𝑤100

⊕ Δ

෥𝑤101

෥𝑤101

⊕ Δ

෥𝑤110

෥𝑤110

⊕ Δ

෥𝑤111

෥𝑤111

⊕ Δ

0-label
1-label

෤𝑥0
0

෤𝑥1
1 ෤𝑥2

1

෥𝑤000 ෥𝑤001 ෥𝑤010 ෥𝑤100 ෥𝑤101 ෥𝑤110 ෥𝑤111

෥𝑤011

⊕ Δ

𝑓(0) 𝑓(1) 𝑓(2) 𝑓(3) 𝑓(4) 𝑓(5) 𝑓(6) 𝑓(7)

.  Inner product

= output label of 𝑓(3) 

= 𝑓 3 ⋅ Δ ⊕ ෍

𝑖∈ 0,1 3

෥𝑤𝑖  ⋅ 𝑓 𝑖

𝑥 = 0 1 1      



One-hot garbling

Previous One-hot Garbling [Heath-Kolesnikov’21]

Goldreich-Goldwasser-Micali tree: Double seed length
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One-hot garbling

Previous One-hot Garbling [Heath-Kolesnikov’21]

Goldreich-Goldwasser-Micali tree: Double seed length

𝑠110⊕𝑠100⊕𝑠010⊕𝑠000⊕𝐸𝑛𝑐{ ෤𝑥2
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Dependency: 
When using free-XOR for input labels, 
there are circularity and correlation.
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One-hot garbling

Our One-hot Garbling
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* In fact, introducing random seeds is not required to break circularity in one-hot garbling, but it is necessary for PRF garbling. We include it 
here to illustrate our main technique.

Introduce random seeds (𝑠0, 𝑠1)
 + indep labels (indep ෤𝑥0

0 and ෤𝑥0
1)

 ⇒ Break circularity 
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Omitted Step: Garbled PRF

sample independent wire labels

introduce independent random seeds

address global dependency

+

+

Eprint: https://eprint.iacr.org/2025/578.pdf



Future Directions

• This work: Remove circularity from One-hot Garbling, Garbled 
PRF, Garbled LUT
• Conjecture: PRF-based and RO-based differ by const factor?!

• Linear-commu arithmetic garbling [Heath’24], based on PRF?

• Garbled LUT with public table?
• [Ng-Kolesnikov’25] achieves O 𝑁𝜅 commu and 𝑂(𝑁𝜅) comp

• Large domain Garbled PRF, better efficiency?
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